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Robotics: 
The Era of AI and Autonomy
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Key drivers for using AI in robotics applications

Challenges presented by the emerging AI-enabled robotics 

What level of security is needed to prevent disruption 

What you should look for in your real-time technology stack 

I’ll take questions
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ROBOTS ARE 
PROGRAMMABLE MACHINES 
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AUTONOMY IS
INTUITIVE AND ABLE TO DO THINGS ON ITS OWN
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ARTIFICIAL INTELLIGENCE 
THE SIMULATION OF HUMAN INTELLIGENCE IN MACHINES
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ARTIFICIALLY INTELLIGENT 
MACHINES 
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ARTIFICIALLY INTELLIGENT 
MACHINES 
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Courtesy: San Jose Airport
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DATA POINTS 
YOU NEED TO KNOW
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THE GLOBAL 
SMART ROBOT INDUSTRY IS 
EXPECTED TO REACH 
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1B2B3B4B5B6B7B8B9B10B11B12B13B14B14.3B$

ALMOST TRIPLING FROM ITS $4.9B

VALUATION IN 2018 BY GROWING AT A CAGR 

OF 23.7% OVER THIS FIVE-YEAR PERIOD
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CTA 
ARTIFICIAL INTELLIGENCE 
& ROBOTICS INDEX
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Enablers

Develop building 

blocks

Enhancers

Design, create or 

deliver products, 

software or 

systems 

Engagers

Provide their own 

value-add

25% 15%

60%
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AI IMPACTS EVERYTHING 
ON A MACRO LEVEL, NOW
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PEOPLE…
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MAKE A STATEMENT 
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AI AND HUMAN NEEDS 
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INNOVATE AND CREATE NEW TECHNOLOGY
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DATA NUMBERS
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DATA  WILL GROW TO 163 ZETTABYTES BY 2025
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COMPUTE  / CONNECTIVITY / DATA
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A KEY PIECE IN THE 
EQUATION IS DATA

2 0 2 0  W I N D  R I V E R ,  A L L  R I G H T S  R E S E R V E D

Provide 

services

Sensors to 

operate

Improve 

effectiveness

Connectivity

to other 

machines

Connectivity

to the cloud
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WHAT BINDS DATA AND 
CONNECTIVITY: SECURITY
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CAN I AFFORD 
SECURING MY DEVICE? 
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IT’S NOT ABOUT IF 
IT’S ABOUT WHEN…
IN THE FIRST 6 MONTHS OF 2019
ATTACKS ON IOT DEVICES TRIPLED
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SECURITY BREECHES HAVE INCREASED 
67% IN THE LAST 5 YEARS
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WHERE IS 
THE DATA CONSUMED?
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75%
Of all data will be consumed at the edge
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WHAT DATA 
REMAINS LOCAL?
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Operational 

sensory 

information

Supervisory 

control

M2M

communication
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WHAT DATA 
GOES OUT?
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Maintenance
Energy 

consumption

Performance 

management
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WHERE IS 
THE DATA CONSUMED?
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Python

NumPy 

Pandas

Scikit

PyTorch

TensorFlow
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Python

NumPy 

Pandas

Scikit

PyTorch

TensorFlow

THE CAMERA
AS A SENSORY INPUT
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THE CAMERA
AS A SENSORY INPUT
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AN 
EXAMPLE
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WHAT ABOUT 
THAT OTHER 25%...
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TIME SENSITIVE NETWORK (TSN)
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OPC-UA
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LOCAL OR REMOTE  
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HTTPS
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OPC-UA MQTT AMQP
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LOCAL OR REMOTE  PUBLIC CLOUD
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ENABLE SECURE BOOT
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ENCRYPT IT!
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MANAGE YOUR SOFTWARE
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MICROSERVICE
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NETWORKING 
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PRIVACY 
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WIND RIVER 
CLOUD PLATFORM 
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QUESTIONS
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THANK YOU
MICHEL CHABROUX, 
SENIOR DIRECTOR PRODUCT MANAGEMENT
MICHEL.CHABROUX@WINDRIVER.COM


