
Enabling the Final Frontier

SOLUTIONS FOR SPACE SYSTEMS

THE CHALLENGE
It used to be the case that space was beyond reach to all but the richest 

governments and a handful of ill-fated private enterprises. Today, 

opportunities in space look very different. Commercial space activities have 

taken off, driven in large part by greater functionality in smaller packages. 

With faster time-to-market; better size, weight, and power features at lower 

price points; and lower launch costs, new business models and significant 

venture funding are finding their way to commercial space applications.

With segment growth and new use cases, new problems and technical 

concerns begin to emerge. One new key concern is security. No longer 

can “security through obscurity” be assumed a successful strategy. While 

advancements in on-orbit and launch technologies have lowered the 

potential for catastrophic on-orbit failure, security risks across the complete 

end-to-end space/ground system allow for new failure scenarios. Integrators 

need to look at security as it relates to the entire end-to-end system 

throughout the system lifecycle and not simply as a patchwork of various 

technologies stitched together from various suppliers evaluated at the time 

of launch or in a pre-launch design review. 

Another concern is lifetime cost. Some new-generation technologies have 

lower up-front costs than their predecessors, which is evident during system 

design and development. However, support and maintenance costs over the 

entire product lifecycle often become an afterthought to be solved by an 

undefined future operations team.

SPACE USE CASE

SPACE SYSTEM CHALLENGES

• Managing development costs and 
scheduling risk

• Need for code reuse 
• Distributed development teams
• Cost of long product lifecycles
• Need to ensure operational system 

security to prevent outside intrusion

WIND RIVER SOLUTIONS

• VxWorks: Industry-leading real-time 
operating system for connecting, 
securing, and running satellite bus and 
payload systems

• Wind River Linux: Industry-leading 
open source operating system for 
connecting, securing, and running 
satellite bus and payload systems

• Wind River Titanium Cloud: Family 
of virtualization platforms that enables 
digital transformation from legacy 
hardware to a virtualized automation 
environment, reducing OPEX and 
increasing agility

• Wind River Simics: Hardware 
simulation technology enabling 
distributed development teams, 
test engineers, and operators of 
embedded software and networking 
software 
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At the same time, many of the traditional challenges 

associated with earlier space programs still hold true. Due 

to the costs associated with launch, satellite engineers 

are held to hard requirements that must be met the first 

time and every time. With long development cycles 

supported by distributed teams, often bugs are found 

late in the testing of vaguely defined requirements. Use 

of proven embedded software and simulation solutions 

is critical to finding issues early in the development cycle 

and throughout the operational life, even after supplier 

hardware obsolescence.

THE SOLUTION 
For more than 20 years, Wind River® has provided solutions 

that have taken dozens of unmanned systems to space, 

playing a critical role in some of the most significant space 

missions in history. A combination of our heritage embed-

ded capabilities and the latest software-defined architecture 

(SDA) technology is enabling space system providers today 

with end-to-end software solutions that usher in a new era 

of flexibility. 

Wind River delivers a comprehensive set of solutions from 

ground station to payload that enable space systems to 

securely accelerate their development and apply cutting-

edge digital transformation paradigms. The following 

solutions can be integrated into individual components or 

combined into a comprehensive space systems solution:

• Wind River Titanium Cloud 

• VxWorks®

• Wind River Linux

• Wind River Simics®

Discover how these Wind River solutions can support an 

innovative space systems solution.

VxWorks

VxWorks is the world’s most widely deployed real-time 

operating system, powering some 2 billion devices 

including the Mars rover, James Webb Telescope, 

and NASA Juno. It delivers unrivaled deterministic 

performance and sets the standard for a scalable, future-

proof, safe, and secure operating environment for 

connected devices in IIoT. 

Key features include:

• A proven real-time operating system: VxWorks is 

proven in mission-critical applications, where security is 

paramount. 

• Security:  Best-in-class, pre-integrated security func-

tionality throughout the VxWorks product line includes 

foundational security capabilities for devices by enhanc-

ing device, communication, and management security.

• Multi-core and integrated virtualization capabilities:  

Virtualization Profile for VxWorks integrates a real-time 

embedded, Type 1 hypervisor with support for virtual 
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Figure 1. Wind River products support an end-to-end solution for satellite 
systems



machines into the VxWorks core for consolidation of 

standalone hardware onto a single multi-core platform. 

With virtual machines, you can consolidate your core 

safety-certified and non-safe code on a single VxWorks 

real-time hosting platform.

Wind River Linux 

The embedded operating system of choice for device 

software developers who want a combination of open 

source flexibility and commercial-grade reliability and 

support, Wind River Linux provides improved out-

of-box experience with optimized cross-architecture 

runtime. Wind River Linux security builds on the robust 

development and commercialization processes that make 

Wind River the world’s leading embedded Linux OS. 

Key features include:

• Yocto Project: Wind River Linux is a Yocto Project 

Compatible open source baseline and one of the 

project’s largest contributors of technology. Developers 

can leverage the flexibility of an optimized open source 

platform without compromising security.

• ISO 9001 certification: Wind River Linux development 

and maintenance processes have been certified to the 

ISO 9001:2015 quality management system standard.

• Security features: Wind River Linux provides an exten-

sive list of security features that help secure access, 

functions, and data.

• Security support services: Wind River Linux provides 

ongoing threat mitigation in deployed systems against 

common vulnerabilities and exposures (CVEs).

Wind River Titanium Cloud 

The Titanium Cloud™ portfolio includes the industry’s 

only fully integrated, ultrareliable, and deployment-

ready virtualization platforms that enable satellite 

communications providers to deploy virtualized services 

faster, at lower cost, and with guaranteed uptime.

The product is supported by the Wind River Titanium 

Cloud Ecosystem, a program that includes validation of 

interoperability with our hardware and software partners, 

ensuring optimization of our combined solution.

When service uptime is critical for profitability, Titanium 

Cloud products ensure that virtualized services run when, 

where, and how they need to, always.

By virtually any measure, Titanium Cloud delivers the 

results you demand:

• Maintain ultrareliable communications services: 

Titanium Cloud ensures that uptime service-level 

agreements can be met as required by communications 

applications. This is achieved with carrier grade reliabil-

ity and performance not available with enterprise class 

solutions.

• Reduce costs: Titanium Cloud lowers the cost of 

deployment, operations, and maintenance compared 

to legacy systems and equipment and further reduces 

costs by allowing the efficient use of standard, off-the-

shelf servers.

• Ensure security: An extensive, built-in, fully integrated 

and multi-layered security framework protects your 

systems against network-borne threats.

• Avoid vendor lock-in for hardware and software: 

Titanium Cloud is based on open source components 

with 100% open APIs. It is further validated with a rich 

ecosystem of hardware, management software, and 

virtual network function providers to ensure interoper-

ability. We apply a three-layer decoupling (application, 

middleware, hardware) model, enabling our custom-

ers to perform rapid replacement of components and 

reducing the risk of vendor lock-in.
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Wind River is a global leader in delivering software for the Internet of Things. The company’s technology is found in more than 2 billion devices, backed by world-class professional services and 
customer support. Wind River delivers the software and expertise that enable the innovation and deployment of safe, secure, and reliable intelligent systems. 
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Wind River Simics 

Enable developers, test engineers, and operations 

engineers to simulate anything from chip to system. 

Simics provides the collaboration, test automation, and 

availability required for agile development and cost-

effective support and maintenance through long  

product lifecycles.

Key features include:

• Access: Speed time-to-market by providing all teams 

with access to a virtual hardware environment, free of 

the constraints of physical hardware.

• Automation: Use the scripting, programmability, and 

fault injection of Simics to automate and parallelize test-

ing, including options not available on hardware.

• Collaboration: Easily copy and communicate the entire 

system, including current state and execution history, to 

anyone on the team, anywhere in the world.

 

CONCLUSION 

The Wind River suite provides software products enabling 

solutions from payload to ground station, including 

industry-leading operating systems connecting to an ultra-

reliable, on-premise network virtualization platform that 

can be simulated using powerful hardware  

simulation tools.

With more than 20 years of experience in space,  

Wind River is well versed in the exacting, real-time 

requirements of satellite and ground system solutions. 

Today, we are enabling the next generation of software 

virtualization and simulation technologies to drive the 

transformation of space systems.
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