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_____ e N el T, ¢ Two Middleware Partitions
—  Dirivers, file system, trusted stack,
» IPv6, etc.
Saat T .Sec.ret Ve Unc\gssﬁ}ed — Wind River, customer, or third
App. Application Secret Application .
A, parties
— Middleware partitions run in
User caller’s time slot
Mode ¢ Four Application Partitions
Middleware _ 1 secret
Partition .
(MWP) Mud.dleware - 2top secret
Library — 1 unclassified, with its own
middleware
Separation Kernel Qualified Security ¢ Time Partitioning
P Policy Database - Application partitions run
Kernel round-robin with exact times,
Mode low jitter
Board Support Package (BSP) - Very low partition switch time
and cache clear if needed

Hardware Board with Secure Boot
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Definition Requirements Functional Covert Channel
Specification Analysis

| EALT | | Functionally tested | | Informal | | Informal | | Informal |
| EAL2 | | Structurally tested | | Informal | | Informal | | Informal | | No |
| EAL3 | | Methodically tested and checked | | Informal | | Informal | | Informal | | No |
| EAL4 | | Methodically designed, tested, and reviewed | | Informal | | Informal | | Informal | | Obvious vulnerabilities |
| EALS | | Semiformally designed and tested | Formal | Semiformal | | Semiformal | | Moderate attack potential |
| EAL6 | | Semiformally verified design and tested | Formal | Semiformal | | Systematic |
| EAL7 | | Formally verified design and tested | Formal | Systematic |
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